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Foreword 
 

This version of the Common Methodology for Information Technology Security Evaluation 

(CEM v3.1) is the first major revision since being published as CEM v2.3 in 2005.  

 

CEM v3.1 aims to: eliminate redundant evaluation activities; reduce/eliminate activities that 

contribute little to the final assurance of a product; clarify CEM terminology to reduce 

misunderstanding; restructure and refocus the evaluation activities to those areas where 

security assurance is gained; and add new CEM requirements if needed. 

 

Trademarks: 

- UNIX is a registered trademark of The Open Group in the United States and other 

countries 

- Windows is a registered trademark of Microsoft Corporation in the United States 

and other countries 
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1 Introduction 

1 The target audience for the Common Methodology for Information 

Technology Security Evaluation (CEM) is primarily evaluators applying the 

CC and certifiers confirming evaluator actions; evaluation sponsors, 

developers, PP/ST authors and other parties interested in IT security may be 

a secondary audience. 

2 The CEM recognises that not all questions concerning IT security evaluation 

will be answered herein and that further interpretations will be needed. 

Individual schemes will determine how to handle such interpretations, 

although these may be subject to mutual recognition agreements. A list of 

methodology-related activities that may be handled by individual schemes 

can be found in Annex A. 
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2 Scope 

3 The Common Methodology for Information Technology Security Evaluation 

(CEM) is a companion document to the Common Criteria for Information 

Technology Security Evaluation (CC). The CEM defines the minimum 

actions to be performed by an evaluator in order to conduct a CC evaluation, 

using the criteria and evaluation evidence defined in the CC. 

4 The CEM does not define evaluator actions for certain high assurance CC 

components, where there is as yet no generally agreed guidance. 
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3 Normative references 

5 The following referenced documents are indispensable for the application of 

this document. For dated references, only the edition cited applies. For 

undated references, the latest edition of the referenced document (including 

any amendments) applies. 

CC Common Criteria for Information Technology Security Evaluation, Version 

3.1, revision 2, September 2007.  
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4 Terms and definitions 

6 For the purposes of this document, the following terms and definitions apply. 

7 Terms which are presented in bold-faced type are themselves defined in this 

Section. 

8 action ½ evaluator action element of the CC Part 3. These actions are either 

explicitly stated as evaluator actions or implicitly derived from developer 

actions (implied evaluator actions) within the CC Part 3 assurance 

components.  

9 activity ½ the application of an assurance class of the CC Part 3.  

10 check ½ to generate a verdict by a simple comparison. Evaluator expertise 

is not required. The statement that uses this verb describes what is mapped. 

11 evaluation deliverable ½ any resource required from the sponsor or 

developer by the evaluator or evaluation authority to perform one or more 

evaluation or evaluation oversight activities. 

12 evaluation evidence ½ a tangible evaluation deliverable. 

13 evaluation technical report ½ a report that documents the overall verdict 

and its justification, produced by the evaluator and submitted to an 

evaluation authority. 

14 examine ½ to generate a verdict by analysis using evaluator expertise. The 

statement that uses this verb identifies what is analysed and the properties for 

which it is analysed. 

15 interpretation ½ a clarification or amplification of a CC, CEM or scheme 

requirement. 

16 methodology ½ the system of principles, procedures and processes applied 

to IT security evaluations. 

17 observation report ½ a report written by the evaluator requesting a 

clarification or identifying a problem during the evaluation. 

18 overall verdict ½ a pass or fail statement issued by an evaluator with 

respect to the result of an evaluation. 

19 oversight verdict ½ a statement issued by an evaluation authority 

confirming or rejecting an overall verdict based on the results of evaluation 

oversight activities. 

20 record ½ to retain a written description of procedures, events, observations, 

insights and results in sufficient detail to enable the work performed during 

the evaluation to be reconstructed at a later time. 
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21 report ½ to include evaluation results and supporting material in the 

Evaluation Technical Report or an Observation Report. 

22 scheme ½ set of rules, established by an evaluation authority, defining the 

evaluation environment, including criteria and methodology required to 

conduct IT security evaluations. 

23 sub-activity ½ the application of an assurance component of the CC Part 3. 

Assurance families are not explicitly addressed in the CEM because 

evaluations are conducted on a single assurance component from an 

assurance family.  

24 tracing ½ a simple directional relation between two sets of entities, which 

shows which entities in the first set correspond to which entities in the 

second. 

25 verdict ½ a pass, fail or inconclusive statement issued by an evaluator with 

respect to a CC evaluator action element, assurance component, or class. 

Also see overall verdict. 

26 work unit ½ the most granular level of evaluation work. Each CEM action 

comprises one or more work units, which are grouped within the CEM action 

by CC content and presentation of evidence or developer action element. The 

work units are presented in the CEM in the same order as the CC elements 

from which they are derived. Work units are identified in the left margin by a 

symbol such as ALC_TAT.1-2. In this symbol, the string ALC_TAT.1 

indicates the CC component (i.e. the CEM sub-activity), and the final digit 

(2) indicates that this is the second work unit in the ALC_TAT.1 sub-

activity.  
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5 Symbols and abbreviated terms 

CEM  Common Methodology for Information Technology 

Security Evaluation  

ETR Evaluation Technical Report  

OR Observation Report  
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6 Overview 

6.1 Organisation of the CEM 

27 Chapter 7 defines the conventions used in the CEM. 

28 Chapter 8 describes general evaluation tasks with no verdicts associated with 

them as they do not map to CC evaluator action elements. 

29 Chapter 9 addresses the work necessary for reaching an evaluation result on 

a PP. 

30 Chapters 10 to 16 define the evaluation activities, organised by Assurance 

Classes. 

31 Annex A covers the basic evaluation techniques used to provide technical 

evidence of evaluation results. 

32 Annex B provides an explanation of the Vulnerability Analysis criteria and 

examples of their application 
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7 Document Conventions 

7.1 Terminology 

33 Unlike the CC, where each element maintains the last digit of its identifying 

symbol for all components within the family, the CEM may introduce new 

work units when a CC evaluator action element changes from sub-activity to 

sub-activity; as a result, the last digit of the work unit's identifying symbol 

may change although the work unit remains unchanged. 

34 Any methodology-specific evaluation work required that is not derived 

directly from CC requirements is termed task or sub-task. 

7.2 Verb usage 

35 All work unit and sub-task verbs are preceded by the auxiliary verb shall and 

by presenting both the verb and the shall in bold italic type face. The 

auxiliary verb shall is used only when the provided text is mandatory and 

therefore only within the work units and sub-tasks. The work units and sub-

tasks contain mandatory activities that the evaluator must perform in order to 

assign verdicts. 

36 Guidance text accompanying work units and sub-tasks gives further 

explanation on how to apply the CC words in an evaluation. The verb usage 

is in accordance with ISO definitions for these verbs. The auxiliary verb 

should is used when the described method is strongly preferred. All other 

auxiliary verbs, including may, are used where the described method(s) is 

allowed but is neither recommended nor strongly preferred; it is merely 

explanation. 

37 The verbs check, examine, report and record are used with a precise meaning 

within this part of the CEM and the Chapter 4 should be referenced for their 

definitions. 

7.3 General evaluation guidance 

38 Material that has applicability to more than one sub-activity is collected in 

one place. Guidance whose applicability is widespread (across activities and 

EALs) has been collected into Annex A. Guidance that pertains to multiple 

sub-activities within a single activity has been provided in the introduction to 

that activity. If guidance pertains to only a single sub-activity, it is presented 

within that sub-activity. 

7.4 Relationship between CC and CEM structures 

39 There are direct relationships between the CC structure (i.e. class, family, 

component and element) and the structure of the CEM. Figure 1 illustrates 

the correspondence between the CC constructs of class, family and evaluator 

action elements and CEM activities, sub-activities and actions. However, 

several CEM work units may result from the requirements noted in CC 

developer action and content and presentation elements. 
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Figure 1 - Mapping of the CC and CEM structures 
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8 Evaluation process and related tasks 

8.1 Introduction 

40 This chapter provides an overview of the evaluation process and defines the 

tasks an evaluator is intended to perform when conducting an evaluation. 

41 Each evaluation, whether of a PP or TOE (including ST), follows the same 

process, and has four evaluator tasks in common: the input task, the output 

task, the evaluation sub-activities, and the demonstration of the technical 

competence to the evaluation authority task. 

42 The input task and the output tasks, which are related to management of 

evaluation evidence and to report generation, are entirely described in this 

chapter. Each task has associated sub-tasks that apply to, and are normative 

for all CC evaluations (evaluation of a PP or a TOE). 

43 The evaluation sub-activities are only introduced in this chapter, and fully 

described in the following chapters. 

44 In contrast to the evaluation sub-activities, input and output tasks have no 

verdicts associated with them as they do not map to CC evaluator action 

elements; they are performed in order to ensure conformance with the 

universal principles and to comply with the CEM. 

45 The demonstration of the technical competence to the evaluation authority 

task may be fulfilled by the evaluation authority analysis of the output tasks 

results, or may include the demonstration by the evaluators of their 

understanding of the inputs for the evaluation sub-activities. This task has no 

associated evaluator verdict, but has an evaluator authority verdict. The 

detailed criteria to pass this task are left to the discretion of the evaluation 

authority, as noted in Annex 0. 

8.2 Evaluation process overview 

8.2.1 Objectives 

46 This section presents the general model of the methodology and identifies:  

a) roles and responsibilities of the parties involved in the evaluation 

process;  

b) the general evaluation model.  

8.2.2 Responsibilities of the roles 

47 The general model defines the following roles: sponsor, developer, evaluator 

and evaluation authority. 
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48 The sponsor is responsible for requesting and supporting an evaluation. This 

means that the sponsor establishes the different agreements for the evaluation 

(e.g. commissioning the evaluation). Moreover, the sponsor is responsible 

for ensuring that the evaluator is provided with the evaluation evidence. 

49 The developer produces the TOE and is responsible for providing the 

evidence required for the evaluation (e.g. training, design information), on 

behalf of the sponsor. 

50 The evaluator performs the evaluation tasks required in the context of an 

evaluation: the evaluator receives the evaluation evidence from the developer 

on behalf of the sponsor or directly from the sponsor, performs the 

evaluation sub-activities and provides the results of the evaluation 

assessment to the evaluation authority. 

51 The evaluation authority establishes and maintains the scheme, monitors the 

evaluation conducted by the evaluator, and issues certification/validation 

reports as well as certificates based on the evaluation results provided by the 

evaluator. 

8.2.3 Relationship of roles 

52 To prevent undue influence from improperly affecting an evaluation, some 

separation of roles is required. This implies that the roles described above are 

fulfilled by different entities, except that the roles of developer and sponsor 

may be satisfied by a single entity. 

53 Moreover, some evaluations (e.g. EAL1 evaluation) may not require the 

developer to be involved in the project. In this case, it is the sponsor who 

provides the TOE to the evaluator and who generates the evaluation 

evidence. 

8.2.4 General evaluation model 

54 The evaluation process consists of the evaluator performing the evaluation 

input task, the evaluation output task and the evaluation sub-activities. Figure 

2 provides an overview of the relationship between these tasks and sub-

activities. 
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Figure 2 - Generic evaluation model 

55 The evaluation process may be preceded by a preparation phase where initial 

contact is made between the sponsor and the evaluator. The work that is 

performed and the involvement of the different roles during this phase may 

vary. It is typically during this step that the evaluator performs a feasibility 

analysis to assess the likelihood of a successful evaluation. 

8.2.5 Evaluator verdicts 

56 The evaluator assigns verdicts to the requirements of the CC and not to those 

of the CEM. The most granular CC structure to which a verdict is assigned is 

the evaluator action element (explicit or implied). A verdict is assigned to an 

applicable CC evaluator action element as a result of performing the 

corresponding CEM action and its constituent work units. Finally, an 

evaluation result is assigned, as described in CC Part 1, Chapter 10, 

Evaluation results. 
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Figure 3 - Example of the verdict assignment rule 

57 The CEM recognises three mutually exclusive verdict states:  

a) Conditions for a pass verdict are defined as an evaluator completion 

of the CC evaluator action element and determination that the 

requirements for the PP, ST or TOE under evaluation are met. The 

conditions for passing the element are defined as:  

1) the constituent work units of the related CEM action, and;  

2) all evaluation evidence required for performing these work 

units is coherent, that is it can be fully and completely 

understood by the evaluator, and  

3) all evaluation evidence required for performing these work 

units does not have any obvious internal inconsistencies or 

inconsistencies with other evaluation evidence. Note that 

obvious means here that the evaluator discovers this 

inconsistency while performing the work units: the evaluator 

should not undertake a full consistency analysis across the 

entire evaluation evidence every time a work unit is 

performed.  
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b) Conditions for a fail verdict are defined as an evaluator completion of 

the CC evaluator action element and determination that the 

requirements for the PP, ST, or TOE under evaluation are not met, or 

that the evidence is incoherent, or an obvious inconsistency in the 

evaluation evidence has been found;  

c) All verdicts are initially inconclusive and remain so until either a pass 

or fail verdict is assigned.  

58 The overall verdict is pass if and only if all the constituent verdicts are also 

pass. In the example illustrated in Figure 3, if the verdict for one evaluator 

action element is fail then the verdicts for the corresponding assurance 

component, assurance class, and overall verdict are also fail. 

8.3 Evaluation input task 

8.3.1 Objectives 

59 The objective of this task is to ensure that the evaluator has available the 

correct version of the evaluation evidence necessary for the evaluation and 

that it is adequately protected. Otherwise, the technical accuracy of the 

evaluation cannot be assured, nor can it be assured that the evaluation is 

being conducted in a way to provide repeatable and reproducible results. 

8.3.2 Application notes 

60 The responsibility to provide all the required evaluation evidence lies with 

the sponsor. However, most of the evaluation evidence is likely to be 

produced and supplied by the developer, on behalf of the sponsor. 

61 Since the assurance requirements apply to the entire TOE, all evaluation 

evidence pertaining to all parts of the TOE is to be made available to the 

evaluator. The scope and required content of such evaluation evidence is 

independent of the level of control that the developer has over each of the 

parts of the TOE. For example, if design is required, then the TOE design 

(ADV_TDS) requirements will apply to all subsystems that are part of the 

TSF. In addition, assurance requirements that call for procedures to be in 

place (for example, CM capabilities (ALC_CMC) and Delivery 

(ALC_DEL)) will also apply to the entire TOE (including any part produced 

by another developer). 

62 It is recommended that the evaluator, in conjunction with the sponsor, 

produce an index to required evaluation evidence. This index may be a set of 

references to the documentation. This index should contain enough 

information (e.g. a brief summary of each document, or at least an explicit 

title, indication of the sections of interest) to help the evaluator to find easily 

the required evidence. 
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63 It is the information contained in the evaluation evidence that is required, not 

any particular document structure. Evaluation evidence for a sub-activity 

may be provided by separate documents, or a single document may satisfy 

several of the input requirements of a sub-activity. 

64 The evaluator requires stable and formally-issued versions of evaluation 

evidence. However, draft evaluation evidence may be provided during an 

evaluation, for example, to help an evaluator make an early, informal 

assessment, but is not used as the basis for verdicts. It may be helpful for the 

evaluator to see draft versions of particular appropriate evaluation evidence, 

such as:  

a) test documentation, to allow the evaluator to make an early 

assessment of tests and test procedures;  

b) design documents, to provide the evaluator with background for 

understanding the TOE design;  

c) source code or hardware drawings, to allow the evaluator to assess 

the application of the developer's standards.  

65 Draft evaluation evidence is more likely to be encountered where the 

evaluation of a TOE is performed concurrently with its development. 

However, it may also be encountered during the evaluation of an already-

developed TOE where the developer has had to perform additional work to 

address a problem identified by the evaluator (e.g. to correct an error in 

design or implementation) or to provide evaluation evidence of security that 

is not provided in the existing documentation (e.g. in the case of a TOE not 

originally developed to meet the requirements of the CC). 

8.3.3 Management of evaluation evidence sub-task 

8.3.3.1 Configuration control 

66 The evaluator shall perform configuration control of the evaluation 

evidence. 

67 The CC implies that the evaluator is able to identify and locate each item of 

evaluation evidence after it has been received and is able to determine 

whether a specific version of a document is in the evaluator's possession. 

68 The evaluator shall protect the evaluation evidence from alteration or loss 

while it is in the evaluator's possession. 
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8.3.3.2 Disposal 

69 Schemes may wish to control the disposal of evaluation evidence at the 

conclusion of an evaluation. The disposal of the evaluation evidence should 

be achieved by one or more of:  

a) returning the evaluation evidence;  

b) archiving the evaluation evidence;  

c) destroying the evaluation evidence.  

8.3.3.3 Confidentiality 

70 An evaluator may have access to sponsor and developer commercially-

sensitive information (e.g. TOE design information, specialist tools), and 

may have access to nationally-sensitive information during the course of an 

evaluation. Schemes may wish to impose requirements for the evaluator to 

maintain the confidentiality of the evaluation evidence. The sponsor and 

evaluator may mutually agree to additional requirements as long as these are 

consistent with the scheme. 

71 Confidentiality requirements affect many aspects of evaluation work, 

including the receipt, handling, storage and disposal of evaluation evidence. 

8.4 Evaluation sub-activities 

72 The evaluation sub-activities vary depending whether it is a PP or a TOE 

evaluation. Moreover, in the case of a TOE evaluation, the sub-activities 

depend upon the selected assurance requirements. 

8.5 Evaluation output task 

8.5.1 Objectives 

73 The objective of this Section is to describe the Observation Report (OR) and 

the Evaluation Technical Report (ETR). Schemes may require additional 

evaluator reports such as reports on individual units of work, or may require 

additional information to be contained in the OR and the ETR. The CEM 

does not preclude the addition of information into these reports as the CEM 

specifies only the minimum information content. 

74 Consistent reporting of evaluation results facilitates the achievement of the 

universal principle of repeatability and reproducibility of results. The 

consistency covers the type and the amount of information reported in the 

ETR and OR. ETR and OR consistency among different evaluations is the 

responsibility of the evaluation authority. 
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75 The evaluator performs the two following sub-tasks in order to achieve the 

CEM requirements for the information content of reports:  

a) write OR sub-task (if needed in the context of the evaluation);  

b) write ETR sub-task.  

8.5.2 Management of evaluation outputs 

76 The evaluator delivers the ETR to the evaluation authority, as well as any 

ORs as they become available. Requirements for controls on handling the 

ETR and ORs are established by the scheme which may include delivery to 

the sponsor or developer. The ETR and ORs may include sensitive or 

proprietary information and may need to be sanitised before they are given to 

the sponsor. 

8.5.3 Application notes 

77 In this version of the CEM, the requirements for the provision of evaluator 

evidence to support re-evaluation and re-use have not been explicitly stated. 

Where information for re-evaluation or re-use is required by the sponsor, the 

scheme under which the evaluation is being performed should be consulted. 

8.5.4 Write OR sub-task 

78 ORs provide the evaluator with a mechanism to request a clarification (e.g. 

from the evaluation authority on the application of a requirement) or to 

identify a problem with an aspect of the evaluation. 

79 In the case of a fail verdict, the evaluator shall provide an OR to reflect the 

evaluation result. Otherwise, the evaluator may use ORs as one way of 

expressing clarification needs. 

80 For each OR, the evaluator shall report the following:  

a) the identifier of the PP or TOE evaluated;  

b) the evaluation task/sub-activity during which the observation was 

generated;  

c) the observation;  

d) the assessment of its severity (e.g. implies a fail verdict, holds up 

progress on the evaluation, requires a resolution prior to evaluation 

being completed);  

e) the identification of the organisation responsible for resolving the 

issue;  

f) the recommended timetable for resolution;  

g) the assessment of the impact on the evaluation of failure to resolve 

the observation.  
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81 The intended audience of an OR and procedures for handling the report 

depend on the nature of the report's content and on the scheme. Schemes may 

distinguish different types of ORs or define additional types, with associated 

differences in required information and distribution (e.g. evaluation ORs to 

evaluation authorities and sponsors). 

8.5.5 Write ETR sub-task 

8.5.5.1 Objectives 

82 The evaluator shall provide an ETR to present technical justification of the 

verdicts. 

83 The CEM defines the ETR's minimum content requirement; however, 

schemes may specify additional content and specific presentational and 

structural requirements. For instance, schemes may require that certain 

introductory material (e.g. disclaimers and copyright Chapters) be reported in 

the ETR. 

84 The reader of the ETR is assumed to be familiar with general concepts of 

information security, the CC, the CEM, evaluation approaches and IT. 

85 The ETR supports the evaluation authority to confirm that the evaluation was 

done to the required standard, but it is anticipated that the documented results 

may not provide all of the necessary information, so additional information 

specifically requested by the scheme may be necessary. This aspect is 

outside the scope of the CEM. 

8.5.5.2 ETR for a PP Evaluation 

86 This Section describes the minimum content of the ETR for a PP evaluation. 

The contents of the ETR are portrayed in Figure 4; this figure may be used as 

a guide when constructing the structural outline of the ETR document. 
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Figure 4 - ETR information content for a PP evaluation 

8.5.5.2.1 Introduction 

87 The evaluator shall report evaluation scheme identifiers. 

88 Evaluation scheme identifiers (e.g. logos) are the information required to 

unambiguously identify the scheme responsible for the evaluation oversight. 

89 The evaluator shall report ETR configuration control identifiers. 

90 The ETR configuration control identifiers contain information that identifies 

the ETR (e.g. name, date and version number). 

91 The evaluator shall report PP configuration control identifiers. 

92 PP configuration control identifiers (e.g. name, date and version number) are 

required to identify what is being evaluated in order for the evaluation 

authority to verify that the verdicts have been assigned correctly by the 

evaluator. 

93 The evaluator shall report the identity of the developer. 

94 The identity of the PP developer is required to identify the party responsible 

for producing the PP. 
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95 The evaluator shall report the identity of the sponsor. 

96 The identity of the sponsor is required to identify the party responsible for 

providing evaluation evidence to the evaluator. 

97 The evaluator shall report the identity of the evaluator. 

98 The identity of the evaluator is required to identify the party performing the 

evaluation and responsible for the evaluation verdicts. 

8.5.5.2.2 Evaluation 

99 The evaluator shall report the evaluation methods, techniques, tools and 

standards used. 

100 The evaluator references the evaluation criteria, methodology and 

interpretations used to evaluate the PP. 

101 The evaluator shall report any constraints on the evaluation, constraints on 

the handling of evaluation results and assumptions made during the 

evaluation that have an impact on the evaluation results. 

102 The evaluator may include information in relation to legal or statutory 

aspects, organisation, confidentiality, etc. 

8.5.5.2.3 Results of the evaluation 

103 The evaluator shall report a verdict and a supporting rationale for each 

assurance component that constitutes an APE activity, as a result of 

performing the corresponding CEM action and its constituent work units. 

104 The rationale justifies the verdict using the CC, the CEM, any interpretations 

and the evaluation evidence examined and shows how the evaluation 

evidence does or does not meet each aspect of the criteria. It contains a 

description of the work performed, the method used, and any derivation of 

results. The rationale may provide detail to the level of a CEM work unit. 

8.5.5.2.4 Conclusions and recommendations 

105 The evaluator shall report the conclusions of the evaluation, in particular the 

overall verdict as defined in CC Part 1 Chapter 10, Evaluation results, and 

determined by application of the verdict assignment described in 8.2.5. 

106 The evaluator provides recommendations that may be useful for the 

evaluation authority. These recommendations may include shortcomings of 

the PP discovered during the evaluation or mention of features which are 

particularly useful. 
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8.5.5.2.5 List of evaluation evidence 

107 The evaluator shall report for each item of evaluation evidence the following 

information:  

- the issuing body (e.g. the developer, the sponsor);  

- the title;  

- the unique reference (e.g. issue date and version number).  

8.5.5.2.6 List of acronyms/Glossary of terms 

108 The evaluator shall report any acronyms or abbreviations used in the ETR. 

109 Glossary definitions already defined by the CC or CEM need not be repeated 

in the ETR. 

8.5.5.2.7 Observation reports 

110 The evaluator shall report a complete list that uniquely identifies the ORs 

raised during the evaluation and their status. 

111 For each OR, the list should contain its identifier as well as its title or a brief 

summary of its content. 

8.5.5.3 ETR for a TOE Evaluation 

112 This Section describes the minimum content of the ETR for a TOE 

evaluation. The contents of the ETR are portrayed in Figure 5; this figure 

may be used as a guide when constructing the structural outline of the ETR 

document. 
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Figure 5 - ETR information content for a TOE evaluation 

8.5.5.3.1 Introduction 

113 The evaluator shall report evaluation scheme identifiers. 

114 Evaluation scheme identifiers (e.g. logos) are the information required to 

unambiguously identify the scheme responsible for the evaluation oversight. 

115 The evaluator shall report ETR configuration control identifiers. 

116 The ETR configuration control identifiers contain information that identifies 

the ETR (e.g. name, date and version number). 

117 The evaluator shall report ST and TOE configuration control identifiers. 

118 ST and TOE configuration control identifiers identify what is being 

evaluated in order for the evaluation authority to verify that the verdicts have 

been assigned correctly by the evaluator. 

119 If the ST claims that the TOE conforms to the requirements of one or more 

PPs, the ETR shall report the reference of the corresponding PPs. 
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120 The PPs reference contains information that uniquely identifies the PPs (e.g. 

title, date, and version number). 

121 The evaluator shall report the identity of the developer. 

122 The identity of the TOE developer is required to identify the party 

responsible for producing the TOE. 

123 The evaluator shall report the identity of the sponsor. 

124 The identity of the sponsor is required to identify the party responsible for 

providing evaluation evidence to the evaluator. 

125 The evaluator shall report the identity of the evaluator. 

126 The identity of the evaluator is required to identify the party performing the 

evaluation and responsible for the evaluation verdicts. 

8.5.5.3.2 Architectural description of the TOE 

127 The evaluator shall report a high level description of the TOE and its major 

components based on the evaluation evidence described in the CC assurance 

family entitled TOE design (ADV_TDS), where applicable. 

128 The intent of this Section is to characterise the degree of architectural 

separation of the major components. If there is no TOE design (ADV_TDS) 

requirement in the ST, this is not applicable and is considered to be satisfied. 

8.5.5.3.3 Evaluation 

129 The evaluator shall report the evaluation methods, techniques, tools and 

standards used. 

130 The evaluator may reference the evaluation criteria, methodology and 

interpretations used to evaluate the TOE or the devices used to perform the 

tests. 

131 The evaluator shall report any constraints on the evaluation, constraints on 

the distribution of evaluation results and assumptions made during the 

evaluation that have an impact on the evaluation results. 

132 The evaluator may include information in relation to legal or statutory 

aspects, organisation, confidentiality, etc. 
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8.5.5.3.4 Results of the evaluation 

133 For each activity on which the TOE is evaluated, the evaluator shall report:  

- the title of the activity considered;  

- a verdict and a supporting rationale for each assurance component 

that constitutes this activity, as a result of performing the 

corresponding CEM action and its constituent work units.  

134 The rationale justifies the verdict using the CC, the CEM, any interpretations 

and the evaluation evidence examined and shows how the evaluation 

evidence does or does not meet each aspect of the criteria. It contains a 

description of the work performed, the method used, and any derivation of 

results. The rationale may provide detail to the level of a CEM work unit. 

135 The evaluator shall report all information specifically required by a work 

unit. 

136 For the AVA  and ATE activities, work units that identify information to be 

reported in the ETR have been defined. 

8.5.5.3.5 Conclusions and recommendations 

137 The evaluator shall report the conclusions of the evaluation, which will 

relate to whether the TOE has satisfied its associated ST, in particular the 

overall verdict as defined in CC Part 1 Chapter 10, Evaluation results, and 

determined by application of the verdict assignment described in 8.2.5. 

138 The evaluator provides recommendations that may be useful for the 

evaluation authority. These recommendations may include shortcomings of 

the IT product discovered during the evaluation or mention of features which 

are particularly useful. 

8.5.5.3.6 List of evaluation evidence 

139 The evaluator shall report for each item of evaluation evidence the following 

information:  

- the issuing body (e.g. the developer, the sponsor);  

- the title;  

- the unique reference (e.g. issue date and version number).  

8.5.5.3.7 List of acronyms/Glossary of terms 

140 The evaluator shall report any acronyms or abbreviations used in the ETR. 

141 Glossary definitions already defined by the CC or CEM need not be repeated 

in the ETR. 
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8.5.5.3.8 Observation reports 

142 The evaluator shall report a complete list that uniquely identifies the ORs 

raised during the evaluation and their status. 

143 For each OR, the list should contain its identifier as well as its title or a brief 

summary of its content. 
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9 Class APE: Protection Profile evaluation 

9.1 Introduction 

144 This Chapter describes the evaluation of a PP. The requirements and 

methodology for PP evaluation are identical for each PP evaluation, 

regardless of the EAL (or other set of assurance requirements) that is claimed 

in the PP. The evaluation methodology in this Chapter is based on the 

requirements on the PP as specified in CC Part 3 class APE. 

145 This Chapter should be used in conjunction with Annexes A, B and C in CC 

Part 1, as these Annexes clarify the concepts here and provide many 

examples. 

9.2 Application notes 

9.2.1 Re-using the evaluation results of certified PPs 

146 While evaluating a PP that is based on one or more certified PPs, it may be 

possible to re-use the fact that these PPs were certified. The potential for re-

use of the result of a certified PP is greater if the PP under evaluation does 

not add threats, OSPs, security objectives and/or security requirements to 

those of the PP that conformance is being claimed to. If the PP under 

evaluation contains much more than the certified PP, re-use may not be 

useful at all. 

147 The evaluator is allowed to re-use the PP evaluation results by doing certain 

analyses only partially or not at all if these analyses or parts thereof were 

already done as part of the PP evaluation. While doing this, the evaluator 

should assume that the analyses in the PP were performed correctly. 

148 An example would be where the PP that conformance is being claimed to 

contains a set of security requirements, and these were determined to be 

internally consistent during its evaluation. If the PP under evaluation uses the 

exact same requirements, the consistency analysis does not have to be 

repeated during the PP evaluation. If the PP under evaluation adds one or 

more requirements, or performs operations on these requirements, the 

analysis will have to be repeated. However, it may be possible to save work 

in this consistency analysis by using the fact that the original requirements 

are internally consistent. If the original requirements are internally 

consistent, the evaluator only has to determine that:  

a) the set of all new and/or changed requirements is internally 

consistent, and  

b) the set of all new and/or changed requirements is consistent with the 

original requirements.  

149 The evaluator notes in the ETR each case where analyses are not done or 

only partially done for this reason. 
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9.3 PP introduction (APE_INT) 

9.3.1 Evaluation of sub-activity (APE_INT.1) 

9.3.1.1 Objectives 

150 The objective of this sub-activity is to determine whether the PP is correctly 

identified, and whether the PP reference and TOE overview are consistent 

with each other. 

9.3.1.2 Input 

151 The evaluation evidence for this sub-activity is:  

a) the PP.  

9.3.1.3 Action APE_INT.1.1E 

APE_INT.1.1C The PP introduction shall contain a PP reference and a TOE overview.  

APE_INT.1-1 The evaluator shall check that the PP introduction contains a PP reference 

and a TOE overview. 

APE_INT.1.2C The PP reference shall uniquely identify the PP.  

APE_INT.1-2 The evaluator shall examine the PP reference to determine that it uniquely 

identifies the PP. 

152 The evaluator determines that the PP reference identifies the PP itself, so that 

it may be easily distinguished from other PPs, and that it also uniquely 

identifies each version of the PP, e.g. by including a version number and/or a 

date of publication. 

153 The PP should have some referencing system that is capable of supporting 

unique references (e.g. use of numbers, letters or dates). 

APE_INT.1.3C The TOE overview shall summarise the usage and major security features 

of the TOE.  

APE_INT.1-3 The evaluator shall examine the TOE overview to determine that it describes 

the usage and major security features of the TOE. 

154 The TOE overview should briefly (i.e. several paragraphs) describe the usage 

and major security features expected of the TOE. The TOE overview should 

enable consumers and potential TOE developers to quickly determine 

whether the PP is of interest to them. 

155 The evaluator determines that the overview is clear enough for TOE 

developers and consumers, and sufficient to give them a general 

understanding of the intended usage and major security features of the TOE. 
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APE_INT.1.4C The TOE overview shall identify the TOE type.  

APE_INT.1-4 The evaluator shall check that the TOE overview identifies the TOE type. 

APE_INT.1.5C The TOE overview shall identify any non-TOE 

hardware/software/firmware available to the TOE.  

APE_INT.1-5 The evaluator shall examine the TOE overview to determine that it identifies 

any non-TOE hardware/software/firmware available to the TOE. 

156 While some TOEs may run stand-alone, other TOEs (notably software 

TOEs) need additional hardware, software or firmware to operate. In this 

section of the PP, the PP author lists all hardware, software, and/or firmware 

that will be available for the TOE to run on. 

157 This identification should be detailed enough for potential consumers and 

TOE developers to determine whether their TOE may operate with the listed 

hardware, software and firmware. 
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9.4 Conformance claims (APE_CCL) 

9.4.1 Evaluation of sub-activity (APE_CCL.1) 

9.4.1.1 Objectives 

158 The objective of this sub-activity is to determine the validity of various 

conformance claims. These describe how the PP conforms to the CC, other 

PPs and packages. 

9.4.1.2 Input 

159 The evaluation evidence for this sub-activity is:  

a) the PP;  

b) the PP(s) that the PP claims conformance to;  

c) the package(s) that the PP claims conformance to.  

9.4.1.3 Action APE_CCL.1.1E 

APE_CCL.1.1C The conformance claim shall contain a CC conformance claim that 

identifies the version of the CC to which the PP claims conformance.  

APE_CCL.1-1 The evaluator shall check that the conformance claim contains a CC 

conformance claim that identifies the version of the CC to which the PP 

claims conformance. 

160 The evaluator determines that the CC conformance claim identifies the 

version of the CC that was used to develop this PP. This should include the 

version number of the CC and, unless the International English version of the 

CC was used, the language of the version of the CC that was used. 

APE_CCL.1.2C The CC conformance claim shall describe the conformance of the PP to 

CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.  

APE_CCL.1-2 The evaluator shall check that the CC conformance claim states a claim of 

either CC Part 2 conformant or CC Part 2 extended for the PP. 

APE_CCL.1.3C The CC conformance claim shall describe the conformance of the PP to 

CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.  

APE_CCL.1-3 The evaluator shall check that the CC conformance claim states a claim of 

either CC Part 3 conformant or CC Part 3 extended for the PP. 

APE_CCL.1.4C The CC conformance claim shall be consistent with the extended 

components definition.  

APE_CCL.1-4 The evaluator shall examine the CC conformance claim for CC Part 2 to 

determine that it is consistent with the extended components definition. 
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161 If the CC conformance claim contains CC Part 2 conformant, the evaluator 

determines that the extended components definition does not define 

functional components. 

162 If the CC conformance claim contains CC Part 2 extended, the evaluator 

determines that the extended components definition defines at least one 

extended functional component. 

APE_CCL.1-5 The evaluator shall examine the CC conformance claim for CC Part 3 to 

determine that it is consistent with the extended components definition. 

163 If the CC conformance claim contains CC Part 3 conformant, the evaluator 

determines that the extended components definition does not define 

assurance components. 

164 If the CC conformance claim contains CC Part 3 extended, the evaluator 

determines that the extended components definition defines at least one 

extended assurance component. 

APE_CCL.1.5C The conformance claim shall identify all PPs and security requirement 

packages to which the PP claims conformance.  

APE_CCL.1-6 The evaluator shall check that the conformance claim contains a PP claim 

that identifies all PPs for which the PP claims conformance. 

165 If the PP does not claim conformance to another PP, this work unit is not 

applicable and therefore considered to be satisfied. 

166 The evaluator determines that any referenced PPs are unambiguously 

identified (e.g. by title and version number, or by the identification included 

in the introduction of that PP). 

167 The evaluator is reminded that claims of partial conformance to a PP are not 

permitted. 

APE_CCL.1-7 The evaluator shall check that the conformance claim contains a package 

claim that identifies all packages to which the PP claims conformance. 

168 If the PP does not claim conformance to a package, this work unit is not 

applicable and therefore considered to be satisfied. 

169 The evaluator determines that any referenced packages are unambiguously 

identified (e.g. by title and version number, or by the identification included 

in the introduction of that package). 

170 The evaluator is reminded that claims of partial conformance to a package 

are not permitted. 
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APE_CCL.1.6C The conformance claim shall describe any conformance of the PP to a 

package as either package-conformant or package-augmented.  

APE_CCL.1-8 The evaluator shall check that, for each identified package, the conformance 

claim states a claim of either package-name conformant or package-name 

augmented. 

171 If the PP does not claim conformance to a package, this work unit is not 

applicable and therefore considered to be satisfied. 

172 If the package conformance claim contains package-name conformant, the 

evaluator determines that:  

a) If the package is an assurance package, then the PP contains all SARs 

included in the package, but no additional SARs.  

b) If the package is a functional package, then the PP contains all SFRs 

included in the package, but no additional SFRs.  

173 If the package conformance claim contains package-name augmented, the 

evaluator determines that:  

a) If the package is an assurance package, then the PP contains all SARs 

included in the package, and at least one additional SAR or at least 

one SAR that is hierarchical to a SAR in the package.  

b) If the package is a functional package, then the PP contains all SFRs 

included in the package, and at least one additional SFR or at least 

one SFR that is hierarchical to a SFR in the package.  

APE_CCL.1.7C The conformance claim rationale shall demonstrate that the TOE type is 

consistent with the TOE type in the PPs for which conformance is being 

claimed.  

APE_CCL.1-9 The evaluator shall examine the conformance claim rationale to determine 

that the TOE type of the TOE is consistent with all TOE types of the PPs. 

174 If the PP does not claim conformance to another PP, this work unit is not 

applicable and therefore considered to be satisfied. 

175 The relation between the types may be simple: a firewall PP claiming 

conformance to another firewall PP, or more complex: a smart card PP 

claiming conformance to a number of other PPs at the same time: a PP for 

the integrated circuit, a PP for the smart card OS, and two PPs for two 

applications on the smart card. 
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APE_CCL.1.8C The conformance claim rationale shall demonstrate that the statement of 

the security problem definition is consistent with the statement of the 

security problem definition in the PPs for which conformance is being 

claimed.  

APE_CCL.1-10 The evaluator shall examine the conformance claim rationale to determine 

that it demonstrates that the statement of security problem definition is 

consistent, as defined by the conformance statement of the PP, with the 

statements of security problem definition stated in the PPs to which 

conformance is being claimed. 

176 If the PP under evaluation does not claim conformance with another PP, this 

work unit is not applicable and therefore considered to be satisfied. 

177 If the PP to which conformance is being claimed does not have a statement 

of security problem definition, this work unit is not applicable and therefore 

considered to be satisfied. 

178 If strict conformance is required by the PP to which conformance is being 

claimed, no conformance claim rationale is required. Instead, the evaluator 

determines whether  

a) the threats in the PP under evaluation are a superset of or identical to 

the threats in the PP to which conformance is being claimed;  

b) the OSPs in the PP under evaluation are a superset of or identical to 

the OSPs in the PP to which conformance is being claimed;  

c) the assumptions in the PP under evaluation are identical to the 

assumptions in the PP to which conformance is being claimed;  

179 If demonstrable conformance is required by the PP to which conformance is 

being claimed, the evaluator examines the conformance claim rationale to 

determine that it demonstrates that the statement of security problem 

definition of the PP under evaluation is equivalent or more restrictive than 

the statement of security problem definition in the PP to which conformance 

is being claimed. 

180 For guidance on ñequivalent or more restrictiveò see CC Part 1 Annex D, PP 

conformance. 

APE_CCL.1.9C The conformance claim rationale shall demonstrate that the statement of 

security objectives is consistent with the statement of security objectives in 

the PPs for which conformance is being claimed.  

APE_CCL.1-11 The evaluator shall examine the conformance claim rationale to determine 

that the statement of security objectives is consistent, as defined by the 

conformance statement of the PPs, with the statement of security objectives 

in the PPs. 

181 If the PP does not claim conformance to another PP, this work unit is not 

applicable and therefore considered to be satisfied. 
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182 If strict conformance is required by the PP to which conformance is being 

claimed, no conformance claim rationale is required. Instead, the evaluator 

determines whether:  

- The PP under evaluation contains all security objectives for the TOE 

of the PP to which conformance is being claimed. Note that it is 

allowed for the PP under evaluation to have additional security 

objectives for the TOE; 

- The PP under evaluation contains exactly all security objectives for 

the operational environment (with one exception in the next bullet). 

Note that it is not allowed for the PP under evaluation to have 

additional security objectives for the operational environment; 

- The PP under evaluation may specify that certain objectives for the 

operational environment in the PP that conformance is being claimed 

to are security objectives for the TOE in the PP under evaluation. 

This is a valid exception to the previous bullet.  

183 If demonstrable conformance is required by the PP to which conformance is 

being claimed, the evaluator examines the conformance claim rationale to 

determine that it demonstrates that the statement of security objectives of the 

PP under evaluation is equivalent or more restrictive than the statement of 

security objectives in the PP to which conformance is being claimed. 

184 For guidance on ñequivalent or more restrictiveò see CC Part 1 Annex D, PP 

conformance. 

APE_CCL.1.10C The conformance claim rationale shall demonstrate that the statement of 

security requirements is consistent with the statement of security 

requirements in the PPs for which conformance is being claimed.  

APE_CCL.1-12 The evaluator shall examine the PP to determine that it is consistent, as 

defined by the conformance statement of the PP, with all security 

requirements in the PPs for which conformance is being claimed. 

185 If the PP does not claim conformance to another PP, this work unit is not 

applicable and therefore considered to be satisfied. 

186 If strict conformance is required by the PP to which conformance is being 

claimed, no conformance claim rationale is required. Instead, the evaluator 

determines whether the statement of security requirements in the PP under 

evaluation is a superset of or identical to the statement of security 

requirements in the PP to which conformance is being claimed (for strict 

conformance). 

187 If demonstrable conformance is required by the PP to which conformance is 

being claimed, the evaluator examines the conformance claim rationale to 

determine that it demonstrates that the statement of security requirements of 

the PP under evaluation is equivalent or more restrictive than the statement 

of security requirements in the PP to which conformance is being claimed. 
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188 For guidance on ñequivalent or more restrictiveò see CC Part 1 Annex D, PP 

conformance. 

APE_CCL.1.11C The conformance statement shall describe the conformance required of 

any PPs/STs to the PP as strict-PP or demonstrable-PP conformance.  

APE_CCL.1-13 The evaluator shall check that the PP conformance statement states a claim 

of strict-PP or demonstrable-PP conformance. 
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9.5 Security problem definition (APE_SPD) 

9.5.1 Evaluation of sub-activity (APE_SPD.1) 

9.5.1.1 Objectives 

189 The objective of this sub-activity is to determine that the security problem 

intended to be addressed by the TOE and its operational environment is 

clearly defined. 

9.5.1.2 Input 

190 The evaluation evidence for this sub-activity is:  

a) the PP.  

9.5.1.3 Action APE_SPD.1.1E 

APE_SPD.1.1C The security problem definition shall describe the threats.  

APE_SPD.1-1 The evaluator shall check that the security problem definition describes the 

threats. 

191 If all security objectives are derived from assumptions and/or OSPs only, the 

statement of threats need not be present in the PP. In this case, this work unit 

is not applicable and therefore considered to be satisfied. 

192 The evaluator determines that the security problem definition describes the 

threats that must be countered by the TOE and/or its operational 

environment. 

APE_SPD.1.2C All threats shall be described in terms of a threat agent, an asset, and an 

adverse action.  

APE_SPD.1-2 The evaluator shall examine the security problem definition to determine 

that all threats are described in terms of a threat agent, an asset, and an 

adverse action. 

193 If all security objectives are derived from assumptions and OSPs only, the 

statement of threats need not be present in the PP. In this case, this work unit 

is not applicable and therefore considered to be satisfied. 

194 Threat agents may be further described by aspects such as expertise, 

resource, opportunity, and motivation. 

APE_SPD.1.3C The security problem definition shall describe the OSPs.  

APE_SPD.1-3 The evaluator shall check that the security problem definition describes the 

OSPs. 
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195 If all security objectives are derived from assumptions and/or threats only, 

OSPs need not be present in the PP. In this case, this work unit is not 

applicable and therefore considered to be satisfied. 

196 The evaluator determines that OSP statements are made in terms of rules or 

guidelines that must be followed by the TOE and/or its operational 

environment. 

197 The evaluator determines that each OSP is explained and/or interpreted in 

sufficient detail to make it clearly understandable; a clear presentation of 

policy statements is necessary to permit tracing security objectives to them. 

APE_SPD.1.4C The security problem definition shall describe the assumptions about the 

operational environment of the TOE.  

APE_SPD.1-4 The evaluator shall examine the security problem definition to determine 

that it describes the assumptions about the operational environment of the 

TOE. 

198 If there are no assumptions, this work unit is not applicable and is therefore 

considered to be satisfied. 

199 The evaluator determines that each assumption about the operational 

environment of the TOE is explained in sufficient detail to enable consumers 

to determine that their operational environment matches the assumption. If 

the assumptions are not clearly understood, the end result may be that the 

TOE is used in an operational environment in which it will not function in a 

secure manner. 
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9.6 Security objectives (APE_OBJ) 

9.6.1 Evaluation of sub-activity (APE_OBJ.1) 

9.6.1.1 Objectives 

200 The objective of this sub-activity is to determine whether the security 

objectives for the operational environment are clearly defined. 

9.6.1.2 Input 

201 The evaluation evidence for this sub-activity is:  

a) the PP.  

9.6.1.3 Action APE_OBJ.1.1E 

APE_OBJ.1.1C The statement of security objectives shall describe the security objectives 

for the operational environment.  

APE_OBJ.1-1 The evaluator shall check that the statement of security objectives defines 

the security objectives for the operational environment. 

202 The evaluator checks that the security objectives for the operational 

environment are identified. 

9.6.2 Evaluation of sub-activity (APE_OBJ.2) 

9.6.2.1 Objectives 

203 The objective of this sub-activity is to determine whether the security 

objectives adequately and completely address the security problem definition 

and that the division of this problem between the TOE and its operational 

environment is clearly defined. 

9.6.2.2 Input 

204 The evaluation evidence for this sub-activity is:  

a) the PP.  

9.6.2.3 Action APE_OBJ.2.1E 

APE_OBJ.2.1C The statement of security objectives shall describe the security objectives 

for the TOE and the security objectives for the operational environment.  

APE_OBJ.2-1 The evaluator shall check that the statement of security objectives defines 

the security objectives for the TOE and the security objectives for the 

operational environment. 

205 The evaluator checks that both categories of security objectives are clearly 

identified and separated from the other category. 
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APE_OBJ.2.2C The security objectives rationale shall trace each security objective for the 

TOE back to threats countered by that security objective and OSPs 

enforced by that security objective.  

APE_OBJ.2-2 The evaluator shall check that the security objectives rationale traces all 

security objectives for the TOE back to threats countered by the objectives 

and/or OSPs enforced by the objectives. 

206 Each security objective for the TOE may trace back to threats or OSPs, or a 

combination of threats and OSPs, but it must trace back to at least one threat 

or OSP. 

207 Failure to trace implies that either the security objectives rationale is 

incomplete, the security problem definition is incomplete, or the security 

objective for the TOE has no useful purpose. 

APE_OBJ.2.3C The security objectives rationale shall trace each security objective for the 

operational environment back to threats countered by that security 

objective, OSPs enforced by that security objective, and assumptions 

upheld by that security objective.  

APE_OBJ.2-3 The evaluator shall check that the security objectives rationale traces the 

security objectives for the operational environment back to threats countered 

by that security objective, to OSPs enforced by that security objective, and to 

assumptions upheld by that security objective. 

208 Each security objective for the operational environment may trace back to 

threats, OSPs, assumptions, or a combination of threats, OSPs and/or 

assumptions, but it must trace back to at least one threat, OSP or assumption. 

209 Failure to trace implies that either the security objectives rationale is 

incomplete, the security problem definition is incomplete, or the security 

objective for the operational environment has no useful purpose. 

APE_OBJ.2.4C The security objectives rationale shall demonstrate that the security 

objectives counter all threats.  

APE_OBJ.2-4 The evaluator shall examine the security objectives rationale to determine 

that it justifies for each threat that the security objectives are suitable to 

counter that threat. 

210 If no security objectives trace back to the threat, the evaluator action related 

to this work unit is assigned a fail verdict. 

211 The evaluator determines that the justification for a threat shows whether the 

threat is removed, diminished or mitigated. 

212 The evaluator determines that the justification for a threat demonstrates that 

the security objectives are sufficient: if all security objectives that trace back 

to the threat are achieved, the threat is removed, sufficiently diminished, or 

the effects of the threat are sufficiently mitigated. 
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213 Note that the tracings from security objectives to threats provided in the 

security objectives rationale may be part of a justification, but do not 

constitute a justification by themselves. Even in the case that a security 

objective is merely a statement reflecting the intent to prevent a particular 

threat from being realised, a justification is required, but this justification 

may be as minimal as ñSecurity Objective X directly counters Threat Yò. 

214 The evaluator also determines that each security objective that traces back to 

a threat is necessary: when the security objective is achieved it actually 

contributes to the removal, diminishing or mitigation of that threat. 

APE_OBJ.2.5C The security objectives rationale shall demonstrate that the security 

objectives enforce all OSPs.  

APE_OBJ.2-5 The evaluator shall examine the security objectives rationale to determine 

that for each OSP it justifies that the security objectives are suitable to 

enforce that OSP. 

215 If no security objectives trace back to the OSP, the evaluator action related to 

this work unit is assigned a fail verdict. 

216 The evaluator determines that the justification for an OSP demonstrates that 

the security objectives are sufficient: if all security objectives that trace back 

to that OSP are achieved, the OSP is enforced. 

217 The evaluator also determines that each security objective that traces back to 

an OSP is necessary: when the security objective is achieved it actually 

contributes to the enforcement of the OSP. 

218 Note that the tracings from security objectives to OSPs provided in the 

security objectives rationale may be part of a justification, but do not 

constitute a justification by themselves. In the case that a security objective is 

merely a statement reflecting the intent to enforce a particular OSP, a 

justification is required, but this justification may be as minimal as ñSecurity 

Objective X directly enforces OSP Yò. 

APE_OBJ.2.6C The security objectives rationale shall demonstrate that the security 

objectives for the operational environment uphold all assumptions.  

APE_OBJ.2-6 The evaluator shall examine the security objectives rationale to determine 

that for each assumption for the operational environment it contains an 

appropriate justification that the security objectives for the operational 

environment are suitable to uphold that assumption. 

219 If no security objectives for the operational environment trace back to the 

assumption, the evaluator action related to this work unit is assigned a fail 

verdict. 
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220 The evaluator determines that the justification for an assumption about the 

operational environment of the TOE demonstrates that the security objectives 

are sufficient: if all security objectives for the operational environment that 

trace back to that assumption are achieved, the operational environment 

upholds the assumption. 

221 The evaluator also determines that each security objective for the operational 

environment that traces back to an assumption about the operational 

environment of the TOE is necessary: when the security objective is 

achieved it actually contributes to the operational environment upholding the 

assumption. 

222 Note that the tracings from security objectives for the operational 

environment to assumptions provided in the security objectives rationale may 

be a part of a justification, but do not constitute a justification by themselves. 

Even in the case that a security objective of the operational environment is 

merely a restatement of an assumption, a justification is required, but this 

justification may be as minimal as ñSecurity Objective X directly upholds 

Assumption Yò. 
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9.7 Extended components definition (APE_ECD) 

9.7.1 Evaluation of sub-activity (APE_ECD.1) 

9.7.1.1 Objectives 

223 The objective of this sub-activity is to determine whether extended 

components have been clearly and unambiguously defined, and whether they 

are necessary, i.e. they may not be clearly expressed using existing CC Part 2 

or CC Part 3 components. 

9.7.1.2 Input 

224 The evaluation evidence for this sub-activity is:  

a) the PP.  

9.7.1.3 Action APE_ECD.1.1E 

APE_ECD.1.1C The statement of security requirements shall identify all extended security 

requirements.  

APE_ECD.1-1 The evaluator shall check that all security requirements in the statement of 

security requirements that are not identified as extended requirements are 

present in CC Part 2 or in CC Part 3. 

APE_ECD.1.2C The extended components definition shall define an extended component 

for each extended security requirement.  

APE_ECD.1-2 The evaluator shall check that the extended components definition defines 

an extended component for each extended security requirement. 

225 If the PP does not contain extended security requirements, this work unit is 

not applicable and therefore considered to be satisfied. 

226 A single extended component may be used to define multiple iterations of an 

extended security requirement, it is not necessary to repeat this definition for 

each iteration. 

APE_ECD.1.3C The extended components definition shall describe how each extended 

component is related to the existing CC components, families, and classes.  

APE_ECD.1-3 The evaluator shall examine the extended components definition to 

determine that it describes how each extended component fits into the 

existing CC components, families, and classes. 

227 If the PP does not contain extended security requirements, this work unit is 

not applicable and therefore considered to be satisfied. 
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228 The evaluator determines that each extended component is either:  

a) a member of an existing CC Part 2 or CC Part 3 family, or  

b) a member of a new family defined in the PP.  

229 If the extended component is a member of an existing CC Part 2 or CC Part 3 

family, the evaluator determines that the extended components definition 

adequately describes why the extended component should be a member of 

that family and how it relates to other components of that family. 

230 If the extended component is a member of a new family defined in the PP, 

the evaluator confirms that the extended component is not appropriate for an 

existing family. 

231 If the PP defines new families, the evaluator determines that each new family 

is either:  

a) a member of an existing CC Part 2 or CC Part 3 class, or  

b) a member of a new class defined in the PP.  

232 If the family is a member of an existing CC Part 2 or CC Part 3 class, the 

evaluator determines that the extended components definition adequately 

describes why the family should be a member of that class and how it relates 

to other families in that class. 

233 If the family is a member of a new class defined in the PP, the evaluator 

confirms that the family is not appropriate for an existing class. 

APE_ECD.1-4 The evaluator shall examine the extended components definition to 

determine that each definition of an extended component identifies all 

applicable dependencies of that component. 

234 If the PP does not contain extended security requirements, this work unit is 

not applicable and therefore considered to be satisfied. 

235 The evaluator confirms that no applicable dependencies have been 

overlooked by the PP author. 

APE_ECD.1.4C The extended components definition shall use the existing CC components, 

families, classes, and methodology as a model for presentation.  

APE_ECD.1-5 The evaluator shall examine the extended components definition to 

determine that each extended functional component uses the existing CC Part 

2 components as a model for presentation. 

236 If the PP does not contain extended SFRs, this work unit is not applicable 

and therefore considered to be satisfied. 

237 The evaluator determines that the extended functional component is 

consistent with CC Part 2 Section 7.1.3, Component structure. 
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238 If the extended functional component uses operations, the evaluator 

determines that the extended functional component is consistent with CC 

Part 1 8, Operations. 

239 If the extended functional component is hierarchical to an existing functional 

component, the evaluator determines that the extended functional component 

is consistent with CC Part 2 Section 7.2.1, Component changes highlighting. 

APE_ECD.1-6 The evaluator shall examine the extended components definition to 

determine that each definition of a new functional family uses the existing 

CC functional families as a model for presentation. 

240 If the PP does not define new functional families, this work unit is not 

applicable and therefore considered to be satisfied. 

241 The evaluator determines that all new functional families are defined 

consistent with CC Part 2 Section 7.1.2, Family structure. 

APE_ECD.1-7 The evaluator shall examine the extended components definition to 

determine that each definition of a new functional class uses the existing CC 

functional classes as a model for presentation. 

242 If the PP does not define new functional classes, this work unit is not 

applicable and therefore considered to be satisfied. 

243 The evaluator determines that all new functional classes are defined 

consistent with CC Part 2 Section 7.1.1, Class structure 

APE_ECD.1-8 The evaluator shall examine the extended components definition to 

determine that each definition of an extended assurance component uses the 

existing CC Part 3 components as a model for presentation. 

244 If the PP does not contain extended SARs, this work unit is not applicable 

and therefore considered to be satisfied. 

245 The evaluator determines that the extended assurance component definition 

is consistent with CC Part 3 Section 7.1.3, Assurance component structure. 

246 If the extended assurance component uses operations, the evaluator 

determines that the extended assurance component is consistent with CC Part 

1 8, Operations. 

247 If the extended assurance component is hierarchical to an existing assurance 

component, the evaluator determines that the extended assurance component 

is consistent with CC Part 3 Section 7.1.3, Assurance component structure. 

APE_ECD.1-9 The evaluator shall examine the extended components definition to 

determine that, for each defined extended assurance component, applicable 

methodology has been provided. 

248 If the PP does not contain extended SARs, this work unit is not applicable 

and therefore considered to be satisfied. 
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249 The evaluator determines that, for each evaluator action element of each 

extended SAR, one or more work units are provided and that successfully 

performing all work units for a given evaluator action element will 

demonstrate that the element has been achieved. 

APE_ECD.1-10 The evaluator shall examine the extended components definition to 

determine that each definition of a new assurance family uses the existing 

CC assurance families as a model for presentation. 

250 If the PP does not define new assurance families, this work unit is not 

applicable and therefore considered to be satisfied. 

251 The evaluator determines that all new assurance families are defined 

consistent with CC Part 3 Section 7.1.2, Assurance family structure. 

APE_ECD.1-11 The evaluator shall examine the extended components definition to 

determine that each definition of a new assurance class uses the existing CC 

assurance classes as a model for presentation. 

252 If the PP does not define new assurance classes, this work unit is not 

applicable and therefore considered to be satisfied. 

253 The evaluator determines that all new assurance classes are defined 

consistent with CC Part 3 Section 7.1.1, Assurance class structure. 

APE_ECD.1.5C The extended components shall consist of measurable and objective 

elements such that conformance or nonconformance to these elements can 

be demonstrated.  

APE_ECD.1-12 The evaluator shall examine the extended components definition to 

determine that each element in each extended component is measurable and 

states objective evaluation requirements, such that conformance or 

nonconformance can be demonstrated. 

254 If the PP does not contain extended security requirements, this work unit is 

not applicable and therefore considered to be satisfied. 

255 The evaluator determines that elements of extended functional components 

are stated in such a way that they are testable, and traceable through the 

appropriate TSF representations. 

256 The evaluator also determines that elements of extended assurance 

components avoid the need for subjective evaluator judgement. 

257 The evaluator is reminded that whilst being measurable and objective is 

appropriate for all evaluation criteria, it is acknowledged that no formal 

method exists to prove such properties. Therefore the existing CC functional 

and assurance components are to be used as a model for determining what 

constitutes conformance to this requirement. 
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9.7.1.4 Action APE_ECD.1.2E 

APE_ECD.1-13 The evaluator shall examine the extended components definition to 

determine that each extended component may not be clearly expressed using 

existing components. 

258 If the PP does not contain extended security requirements, this work unit is 

not applicable and therefore considered to be satisfied. 

259 The evaluator should take components from CC Part 2 and CC Part 3, other 

extended components that have been defined in the PP, combinations of 

these components, and possible operations on these components into account 

when making this determination. 

260 The evaluator is reminded that the role of this work unit is to preclude 

unnecessary duplication of components, that is, components that may be 

clearly expressed by using other components. The evaluator should not 

undertake an exhaustive search of all possible combinations of components 

including operations in an attempt to find a way to express the extended 

component by using existing components. 
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9.8 Security requirements (APE_REQ) 

9.8.1 Evaluation of sub-activity (APE_REQ.1) 

9.8.1.1 Objectives 

261 The objective of this sub-activity is to determine whether the SFRs and 

SARs are clear, unambiguous and well-defined and whether they are 

internally consistent. 

9.8.1.2 Input 

262 The evaluation evidence for this sub-activity is:  

a) the PP.  

9.8.1.3 Action APE_REQ.1.1E 

APE_REQ.1.1C The statement of security requirements shall describe the SFRs and the 

SARs.  

APE_REQ.1-1 The evaluator shall check that the statement of security requirements 

describes the SFRs. 

263 The evaluator determines that each SFR is identified by one of the following 

means:  

a) by reference to an individual component in CC Part 2;  

b) by reference to an extended component in the extended components 

definition of the PP;  

c) by reference to a PP that the PP claims to be conformant with;  

d) by reference to a security requirements package that the PP claims to 

be conformant with;  

e) by reproduction in the PP. 

264 It is not required to use the same means of identification for all SFRs. 



Class APE: Protection Profile evaluation 

Page 58 of 430 Version 3.1 September 2007 

APE_REQ.1-2 The evaluator shall check that the statement of security requirements 

describes the SARs. 

265 The evaluator determines that each SAR is identified by one of the following 

means:  

a) by reference to an individual component in CC Part 3;  

b) by reference to an extended component in the extended components 

definition of the PP;  

c) by reference to a PP that the PP claims to be conformant with;  

d) by reference to a security requirements package that the PP claims to 

be conformant with;  

e) by reproduction in the PP. 

266 It is not required to use the same means of identification for all SARs. 

APE_REQ.1.2C All subjects, objects, operations, security attributes, external entities and 

other terms that are used in the SFRs and the SARs shall be defined.  

APE_REQ.1-3 The evaluator shall examine the PP to determine that all subjects, objects, 

operations, security attributes, external entities and other terms that are used 

in the SFRs and the SARs are defined. 

267 The evaluator determines that the PP defines all:  

- (types of) subjects and objects that are used in the SFRs; 

- (types of) security attributes of subjects, users, objects, information, 

sessions and/or resources, possible values that these attributes may 

take and any relations between these values (e.g. top_secret is 

ñhigherò than secret); 

- (types of) operations that are used in the SFRs, including the effects 

of these operations; 

- (types of) external entities in the SFRs; 

- other terms that are introduced in the SFRs and/or SARs by 

completing operations, if these terms are not immediately clear, or 

are used outside their dictionary definition. 

268 The goal of this work unit is to ensure that the SFRs and SARs are well-

defined and that no misunderstanding may occur due to the introduction of 

vague terms. This work unit should not be taken into extremes, by forcing 

the PP writer to define every single word. The general audience of a set of 

security requirements should be assumed to have a reasonable knowledge of 

IT, security and Common Criteria. 
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269 All of the above may be presented in groups, classes, roles, types or other 

groupings or characterisations that allow easy understanding. 

270 The evaluator is reminded that these lists and definitions do not have to be 

part of the statement of security requirements, but may be placed (in part or 

in whole) in different sections. This may be especially applicable if the same 

terms are used in the rest of the PP. 

APE_REQ.1.3C The statement of security requirements shall identify all operations on the 

security requirements.  

APE_REQ.1-4 The evaluator shall check that the statement of security requirements 

identifies all operations on the security requirements. 

271 The evaluator determines that all operations are identified in each SFR or 

SAR where such an operation is used. This includes both completed 

operations and uncompleted operations. Identification may be achieved by 

typographical distinctions, or by explicit identification in the surrounding 

text, or by any other distinctive means. 

APE_REQ.1.4C All operations shall be performed correctly.  

APE_REQ.1-5 The evaluator shall examine the statement of security requirements to 

determine that all assignment operations are performed correctly. 

272 Guidance on the correct performance of operations may be found in CC Part 

1 Annex 8, Operations. 

APE_REQ.1-6 The evaluator shall examine the statement of security requirements to 

determine that all iteration operations are performed correctly. 

273 Guidance on the correct performance of operations may be found in CC Part 

1 Annex 8, Operations. 

APE_REQ.1-7 The evaluator shall examine the statement of security requirements to 

determine that all selection operations are performed correctly. 

274 Guidance on the correct performance of operations may be found in CC Part 

1 Annex 8, Operations. 

APE_REQ.1-8 The evaluator shall examine the statement of security requirements to 

determine that all refinement operations are performed correctly. 

275 Guidance on the correct performance of operations may be found in CC Part 

1 Annex 8, Operations. 
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APE_REQ.1.5C Each dependency of the security requirements shall either be satisfied, or 

the security requirements rationale shall justify the dependency not being 

satisfied.  

APE_REQ.1-9 The evaluator shall examine the statement of security requirements to 

determine that each dependency of the security requirements is either 

satisfied, or that the security requirements rationale justifies the dependency 

not being satisfied. 

276 A dependency is satisfied by the inclusion of the relevant component (or one 

that is hierarchical to it) within the statement of security requirements. The 

component used to satisfy the dependency should, if necessary, be modified 

by operations to ensure that it actually satisfies that dependency. 

277 A justification that a dependency is not met should address either:  

a) why the dependency is not necessary or useful, in which case no 

further information is required; or  

b) that the dependency has been addressed by the operational 

environment of the TOE, in which case the justification should 

describe how the security objectives for the operational environment 

address this dependency.  

APE_REQ.1.6C The statement of security requirements shall be internally consistent.  

APE_REQ.1-10 The evaluator shall examine the statement of security requirements to 

determine that it is internally consistent. 

278 The evaluator determines that the combined set of all SFRs and SARs is 

internally consistent. 

279 The evaluator determines that on all occasions where different security 

requirements apply to the same types of developer evidence, events, 

operations, data, tests to be performed etc. or to ñall objectsò, ñall subjectsò 

etc., that these requirements do not conflict. 

280 Some possible conflicts are:  

a) an extended SAR specifying that the design of a certain 

cryptographic algorithm is to be kept secret, and another extended 

SAR specifying an open source review;  

b) FAU_GEN.1 Audit data generation specifying that subject identity is 

to be logged, FDP_ACC.1 Subset access control specifying who has 

access to these logs, and FPR_UNO.1 Unobservability specifying 

that some actions of subjects should be unobservable to other 

subjects. If the subject that should not be able to see an activity may 

access logs of this activity, these SFRs conflict;  


