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most TCP services try to re-establish a connection if that connection has failed, the
chance of success of such an attack is still considered to be quite remote.

Our Assessment

DSD wishes to advise agencies that this is not a new vulnerability as it has been known
within the IT and security industry since 1996. It exists within the protocol itself and
cannot be patched.

Nevertheless, we assess that the effort required by an attacker to exploit this
vulnerability is extensive, and that there is no guarantee of success. We therefore
advise that the threat level from this vulnerability is low.

RECOMMENDATIONS

1. Encapsulate critical TCP connections within non-TCP protocols, such as IPSec.

2. If you are using systems that rely on TCP, ensure that there is a retry mechanism
to re-establish connections that have been terminated.

3. For further information on this vulnerability, please visit the DSD and OnSecure

web sites (private site) to view a presentation given by the Computer Network
Vulnerability Team (CNVT) on this issue four years ago.

REFERENCES

For more information refer to:

*

OnSecure — private site (login required)
http://www.OnSecure.Gov.au

* AusCERT Advisory
http://www.auscert.org.au/render.html?it=4036

* CERT Advisory
http://www.cert.org/advisories/CA-2001-09.html

* To read the full story as printed in The Inquirer
http://www.theinquirer.net/?article=15460

Infoworld article on this vulnerability
http://www.infoworld.com/article/04/04/20/HNtcpwarning 1.html



http://www.onsecure.gov.au/
http://www.auscert.org.au/render.html?it=4036
http://www.cert.org/advisories/CA-2001-09.html
http://www.theinquirer.net/?article=15460
http://www.infoworld.com/article/04/04/20/HNtcpwarning_1.html
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ISIDRAS

As with any other information security incident, reports of an exploitation of
this vulnerability must be made under the Information Security Incident
Detection Reporting and Analysis Scheme (ISIDRAS).

More information on the scheme and copies of the reporting form can be

obtained from DSD's web site:
http://www.dsd.gov.au/infosec/assistance_services/incident_reporting.html

Please also note that information provided through ISIDRAS remains
confidential within DSD and is never passed to outside agencies except in
aggregate.

FURTHER ASSISTANCE

DSD is always available to provide assistance in reviewing an agency's threat and risk
assessments or to provide further information on the recommendations contained in this
advisory.

You can contact the Defence Signals Directorate, through the Information Security
Group, about this advisory or about any other computer security matter.

CONTACT DETAILS

Postal: Locked Bag 5076
Kingston ACT 2604

Email: incidents@dsd.gov.au
infosechelp@dsd.gov.au

Web: www.dsd.gov.au

Phone: 02 6265-0197

Fax: 02 6265-0328
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IMPORTANT: This email remains the property of the Australian Defence Organisation
and is subject to the jurisdiction of section 70 of the Crimes Act 1914.

If you have received this email in error, you are requested to contact the sender and
delete the email.
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